Leveraging Underused

By Kevin J. Harrang

Every one of us faces at least
one common problem on a daily
basis: finding the documents and

information we need to do our
jobs. This is important because all
of us are increasingly required to
do more with less — in less time

and with less cost.

The good news is that we're awash
in documents and information. The
bad news, as we've all noticed, is
that the vast increase in available
information actually seems to have
made it more difficult to find any
specific thing we’re looking for.
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FIGURE 1

FIGURE 2

LEVERAGING UNDERUSED DATA

Information Workers:

8.8 hours/week: time spent

searching for information

3.7 hours/week: searching but
not finding

2.5 recreating content that

can’t be found
Source: IDC

Finding something we know exists
is hard enough, but it’s the tip of the
iceberg compared to not finding high-
value information because we simply
don’t know it exists. Thus, we’re los-
ing a colossal opportunity. Indeed,
one of the most underutilized assets
in legal organizations is information
we already have but lack a practical
way to find. And law workers are not
alone in this situation (see Figure 1).
Compare the challenge we face in
locating relevant information to what
we do when we find things on the web.
The internet is the largest collection of
information ever assembled, used by
millions daily to find everything from
facts to products to people, but it has
no centralized organization, no digital
equivalent of the Dewey Decimal
System. And yet it works: Far more
often than not, we find what we seek,
even when we’re not sure exactly what
were seeking.
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So why is it so hard to find docu-
ments on our own computers, and even
harder to find documents and other
information within our organizations?
Why is it you have to know where
something is kept in order to find it in
your organization, but not on the inter-
net? What would it mean if you could
easily access not just some of your in-
formation, but all of your information?

How we got here

If you ask your IT experts or record spe-
cialists about this problem, they’ll prob-
ably point to something called unstruc-
tured data as one of the prime culprits.
Unstructured data means information
that has not been placed into well-orga-
nized repositories. The vast majority of
growth in corporate data has taken the
form of unstructured data (see Figure
2). The solution to unstructured data,
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we'e told, is to structure it — to move
your documents and information into
costly new systems that can bring orga-
nization to this mess.

There are only two problems with
this diagnosis: It doesn’t work, and it’s
no longer true (if indeed it ever was).

Legal organizations need to make
the same leap with their information
and documents that all of us made
with everyday information over the
past few years with internet search-
ing. What follows is a roadmap for
such an approach.

Why finding information is so difficult
When attorneys and other profession-
als look for information in the form
of documents, they are most often at-
tempting to do one of three things:

1. Find a specific document they
know exists (e.g., the confidentiality
agreement we signed last year with
that company);

2. Find examples of a specific type of
document (e.g., other examples of
confidentiality agreements); or

3. Find everything that exists about a
certain topic, company or in-
dividual (e.g., everything about
confidentiality agreements, or
everything we’ve ever done with
that company).



Sometimes, the people looking for
information recall exactly what they
are looking for, which we can call
searching, but often they need the
assistance of tables of contents and
other lists to trigger their memories,
called browsing. Browsing lever-
ages the familiar, “T can’t remember
it but I'll recognize it when I see it”
phenomenon.

For centuries, with paper docu-
ments, attorneys have relied upon
methodical storage that allows later
retrieval and use. If you were to toss all
your paper documents into a big pile,
youd find it almost impossible to find
anything later.

For years, the heart of the law firm
or legal department’s information
system was its file room, in larger firms
led by a trained librarian and staffed
by file clerks to do all the sorting, fil-
ing and retrieving. File rooms work
well for finding specific documents
and information that is known to the
searcher, such as a specific will or
pleading — Item 1 in our list of legal
search goals. So, if you know exactly
what you want, you can quickly locate
that document in well-managed or-
ganizations, albeit with a good deal of
behind-the-scenes staff assistance (this
can work less well after hours).

GLOSSARY

Structured data: data in the form of documents
and ather electronic files that hawve classification
and cataloguing data in fixed fields swch as
databases

Unstructured data: data in the form of files such
as the free-form text of a word processing
docurment ar email

Document management: systems for MANAEINE
collections of documents, especially word
processing documents. One of the principal
functions of document management systems is to
convert unstructured word processing documents
into maore structured forms by prompting users to
put information about the document into fixed
fields of a document profile (e.g.. name, type,
parties, keywords, etc.).

Metadata: data that describes other data

If you didn’t know exactly what you
were looking for (Items 2 or 3), tradi-
tional file rooms were not very useful
because of their lack of subject and
content cross-references. If you were
looking for similar types of documents
or general information on a topic, the
file room was typically not set up for
this purpose. Instead, many lawyers
would wander down the hall and ask
their colleagues if they knew of any
similar prior work that would make a
good starting point.

As electronic documents and in-
formation became more common, it
soon became apparent that, unlike file
rooms full of paper documents, digital
collections could be very useful, not
merely for finding something specific,
but also for finding examples and do-
ing research more generally.

Unfortunately, the value of these pos-
sibilities has largely been thwarted in
countless legal organizations by the way
they have implemented their systems.
Sticking with the familiar way of doing
things, attorneys created documents lo-
cally on their personal computers, with
the expectation that they would file
important documents into document
management and other centralized
systems when they were done.

One result of this approach, inten-
tional or not, was to shift much of the
filing duties that had formerly been
done by lower-cost file clerks onto
the attorneys or other legal profes-
sionals. Not surprisingly, compliance
with the expectation that everyone
would upload and then accurately file
their documents into a centralized
system has been more miss than hit
in most organizations. The first step
toward a better digital world, we were
told, required lawyers to file more
rather than fewer documents, often
profiling or tagging documents with
additional information.

The problem, of course, is that this
took the time of the most valuable
and highly compensated individuals
in the organization, and saddled them

For years, the heart of the law
firm or legal department’s
information system was

its file room, in larger firms
led by a trained librarian

and staffed by file clerks

to do all the sorting,

filing and retrieving.

with duties formerly done by clerical
staff, together with additional chores
like document profiling. It shouldn't
surprise anyone that this has never
worked well.

Even in the rare situation where doc-
ument management procedures were
aggressively enforced to capture work
product such as signed contracts, such
systems were never designed to house
all the different types of documents
and information generated by or for
the organization.

Like the file rooms of old, many
electronic filing systems contain
only significant documents such as
executed agreements, whereas drafts,
contracts that were never signed for
some reason, and a lot of other work
product never makes it into the cen-
tralized system.

Worse yet, word processing docu-
ments are only the tip of the data ice-
berg. A huge amount of work product
now resides in email, which is almost
never shared, much less archived, in
centralized systems.

In addition, most corporate legal
departments have more than one, if
not many, special purpose systems
for patents, trademarks, litigation,
corporate filings and myriad other
specialties. All these systems con-
tain a wealth of useful data, none
of which will ever make it into the
document repository.

Another ubiquitous example is elec-
tronic billing systems, which contain a
wealth of information about prior work
product, but are almost never tapped to
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answer significant questions, such as:
Have we ever paid for this research before?

Yet as problematic as corporate legal
department documents may be, con-
sider the myriad documents produced
at great expense by outside counsel,
which typically exists somewhere but is
seldom archived in a repository easily
accessible to the department that paid
for the work product.

The tip of the iceberg

The results of this natural evolution of

our information systems are twofold:

1. There has been an explosion of un-
structured data, as described; and

2. The majority of important docu-
ments and information within a
given legal organization reside out-
side its centralized repositories —
document management, SharePoint
and the like.

Where are all of these documents?
Legal departments that attempted to
find out discovered that a significant
percentage of documents uniquely
reside on the computers of attorneys
and paralegals — despite available
centralized storage systems such as
SharePoint, as well as internal policies
that mandate uploading of important
documents into them. Because few,
if any, attorneys grant access to their
computers to their colleagues, this
means that the vast majority of docu-
ments are not available to anyone
except the authors and recipients.

And recall that these documents are
just the tip of the data iceberg. Taken
together, this all means that the profes-
sionals in corporate legal departments
do not have access to most of their
documents and information, much less
a usable way to search them.

0ld thinking

The response of records management
and IT teams to this evolution of orga-
nizational information has largely been
backward-looking. By the old way of
thinking, the rise of unstructured data

LEVERAGING UNDERUSED DATA

tip of the data iceberg

means that users must not be doing
what they’re supposed to.

With many organizations having
purchased specialized (and expensive)
document management systems — or
at least repositories such as SharePoint
— pointing out that much of the legal
organization’s data resides outside such
systems only elicits the response that
this is a policy compliance problem, at
least from the persons whose job it is
to maintain such systems.

So the offered solution to the veri-
table tsunami of unstructured data is
to demand more time from the legal
professionals to convert it into struc-
tured information and upload it into
centralized systems. Not only is this
unwise and inefficient, it’s not clear
that this approach actually solves the
core problem of information retrieval
even when compliance is high.

It’s no longer even necessary.

Addressing the problem requires
violating long-held assumptions.
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Centralized data stores are only the

* iManage
* SharePoint
« Network file shares

Outlook
Outside

ontract management
systems

Taking a different approach will likely
make your records and IT experts
uncomfortable, at least at first.

New thinking
A new approach can be summarized in
five principles.

Principle 1: Embrace messy,
unstructured data

The first step is to stop viewing
unstructured data as a liability, and
instead, embrace it as a key organi-
zational asset. If you do this, there
is a surprising and counter-intuitive
positive result: The bigger the mess,
the better.

If you can access all of your data and
easily search it to find what you want
(more on that in a moment), then it
turns out that more data is better.

It may be hard to remember, but one
of the early questions users had of the
public internet was: If everyone could
publish whatever they wanted on the



web, how on earth would anyone find
anything? For the internet, companies
such as Google pioneered solutions
that enabled users to find the websites
they were looking for.

Document search within the organi-
zation requires different software, but
the result can be the same: It’s possible
to find documents despite the fact that
they have not been catalogued and
filed, and despite the fact that you don’t
know where they are kept. The keys are
to realize that there is great value in all
the information that will never make it
into your structured repositories, and
to recognize that it does not need to be
structured to be searched.

Principle 2: Centralize

access, not storage

Rather than centralizing the storage
of your information, the key lies in
centralizing access to your data. Recall
that internet search works because you

don’t need to know where in the world
the website or data is actually stored.

The problem with document search
within the typical organization is
that you need to know to look in the
billing system for billing records, the
document system for documents, etc.
And as we saw previously, most docu-
ments and data are not even accessible
because they are stored locally on
users’ computers.

On the other hand, centralizing ac-
cess through search can leave all your
information exactly where it is, thus
obviating the painful conversion exer-
cises to move legacy data. Centralized
access also solves the problem experi-
enced by anyone who has attempted
centralized storage of information,
namely that such repositories quickly
become out of date without universal
compliance. In order to be up-to-
the-minute, information needs to be
accessed where it resides, not where it
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was supposed to have been moved ac-
cording to policy (but wasn’t).

Principle 3: Search instead of browse
Electronic systems can index every
single word in every single document,
a task that would have essentially been
impossible before, and it turns out that
searching the index takes a fraction

of a second.! (Note that the way many
document management systems ask
users to profile their documents when
saving them to add information is a
largely manual and incomplete form of
indexing.)

It is now possible for systems to
simply index all the contents of your
documents and rely on advanced
searching techniques to locate what
you want, all without additional profil-
ing by the user.

If you centralize the index of your
documents, then you can use the
magic of the latest search technologies
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not only to locate documents by
keywords, but also increasingly by
concepts. For example, search systems
can now be trained to locate something
called Confidentiality Agreement even
though the search terms you used were
Non-Disclosure Agreement.

Principle 4: Share by default

As with the internet, the value of
networked information systems grows
dramatically with the number of con-
tributors. It can be a roadblock, then, if
the members of an organization resist
information sharing.

While it could be viewed as infor-
mation hoarding that attorneys keep
so many documents locally on their
computers, it is more probably a result
of the disincentives of centralized re-
positories. Busy professionals may see
little upside to spending time profiling
and uploading their documents into
centralized repositories.

Where you have behavior that will
benefit the group more than the par-
ticular individual, the solution is to flip
the presumption. Rather than a system
in which everything is private unless
affirmatively shared with the group,
the system should facilitate sharing
of everything except that which is
affirmatively withheld. This way, the
incentives align in a way that advan-
tages the group.

Rather than making a lot of work for
your colleagues to opt into your docu-
ment systems, make opting out of this
knowledge base the exception rather
than the rule. Note that this makes
the most sense among trusted groups
of professionals, such as a law firm or
legal department, where the advan-
tages of information sharing are most
immediate.

Principle 5: Be realistic about security
Another reason often cited for lack

of legal work product sharing is

the requirement for confidentiality.
Certainly, this is a real issue, and prob-
ably one of the main reasons that legal

departments often resist participating
in enterprise-wide search systems.

Within the relatively small groups of
trusted legal professionals that make
up many law firms and legal depart-
ments, however, there is much less
reality to this concern.

Information systems are often im-
properly judged relative to perfection
rather than the real world. Systems
are judged insecure if even a single
colleague could conceivably access a
document they don’t need to see, de-
spite the fact that this possibility exists

with every unlocked office or file room.

Worse, attorneys forget or are unaware
of how many relatively low-level IT
personnel could gain access to their
email and electronic documents if they
really wanted to.

The point is not to disregard the
real issues surrounding security, but
to do a realistic cost-benefit analysis.

It is worth remembering not just what
harm a document could do in the
wrong hands, but also what good the
right document could do in the hands
of the right trusted colleague at the
right time.

It’s important to stress that these
principles do not spell the end of your
structured systems such as SharePoint
or iManage. Rather, it means that you
recognize the value in the majority of
your organization’s information that
resides outside such repositories, and
which will never make it into them.

If all you can do with your current
systems is to find the signed agreement
you're searching for (which in itself
would be a triumph for many organi-
zations), imagine what it would be like
if the same search could also locate
things like a recent unfiled amendment
to that agreement done by a colleague?
Or correspondence and memoranda
written by outside counsel, and the
billing records for that work?

None of this is science fiction
anymore. But achieving these results re-
quires embracing a different approach to
information than we've taken in the past.
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Fortunately, this approach will be
familiar now that all of us are regular
users of the internet. Think of this
discussion the next time you find what
you are looking for among the millions
of webpages. Or better yet, when you
find something surprising that you
weren’t directly searching for. We take
it for granted that this is how the pub-
lic internet works.

This is the real world.

This could be your organization. Acc

NOTES

1 If you've ever wondered how searching
can be so fast, here’s a quick layman’s
explanation: When you search a large
number of documents for keywords,
the system is not actually looking at
each document while you wait. That
would be too slow, even at computer
speeds. Rather, the system has first
pre-searched all the documents and
catalogued all the words into an index.
Just like a book, it's easier and faster to
look something up using the index than
it would be to read the entire book each
time you wanted to find something.



